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:Exchange Online ṇ פּ
ÅExchange Online Protection ṇ

Å ḭ2010 אל Cutwail RustockTakedown
שּקּ ︡ḭ2010 1:33( פּ( ḭ2013 1:4( )

ךּ

Å 62.7 - 74.2% ṇ ḭ ṇ ṕReputation Ṗ

Å 25.8 - 37.3% ṇ ḭצּוֹ ṇ ︣
ḭ לּ 7.6 -10.0% ṕ 1.7 - 2.7%) צּ

︡ ṇאל Ḯ

Security Intelligence Report Vol. 15 7
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ḭ כֿתּ צּ קּ Ḯךּ ḭ פּ

אל ṇ ︠ אל ךּ ḭֿכ כֿשּ Ḯ
ḭ ḭMoney Mule צּ אל Ḯ

Zeus/ Zbot , URLZone / Bebloh
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Microsoft Cybercrime Center BI is powered by:

ṇ ṇ

Sinkhole

10 פּ
ṇ

SQL Server Parallel 

Data Warehouse

& 

CERTs

ISPs

Cloud

ExcelPower BI

Power Query
SharePoint 2013

Microsoft Cyber Threat Intelligence Program (CTIP)
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www.youtube.com - Microsoft Digital Crimes Unit

www.facebook.com/MicrosoftDCU

www.twitter.com/MicrosoftDCU
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ṕCitadel Ṗ

http://www.jiji.com/jc/graphics?p=ve_soc_network-bankfuseisoukin
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Malicious Programs ṕ Ṗ
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Ḳ ṇ ︡ ︣
Ḳ ḱ ṇ שּ ḭ

ḭMalware( ) לּךּ צּ כֿ צּ נּ קּ
ḭפּ טּ

ṇ ḱ
ṇ

ṇ ḭצּ ( ṇ ḭשּ שּ Ṗ ︣ ︡ ḭ ṇ
PC ךּ וֹ ︣

Nimda אל לּ ḭ ṇ ḭ ṇ ︣ שּ ךּ

ṇ
ṕWeb Ṗ

WEB ︣ Ḯ
(Internet Explorer Ṗ ḭ ṕActiveX ḭJava Script ḭZone) ︡ ︣ Ḯ

Nimda ḭmsnצּ ṇ ṇ ︡ ṇ ḭ ṇ כֿצּ

︣

PC ךּ ḭPC ︡ ḭ פּכֿ Ḯ ḭ ṇ
ḭצּפּ פּ Ḯ ṇ ṇ ḭ Ḯ

ḭ º º︣ כֿ ︡ ḭ Ḯ
ṕAdvertising  Ware)
ḭ︡פּ︡ אל צּ ךּ Ṅ טּצּ צּ שּ ךּ

צּ ︡ ךּ לּ וֹ ḭ Ḯ
ḭ Ḯ ḭ ṇ וֹ ךּ לּ Ḯךּ

ṇ ḭ ṕḴṖ ︡ ךּ ךּ כֿ צּ ךּ

︣

ḭ ṇ לּ ḭצּךּ ṇ ḭ אל
כֿ ḭ ṕ Ṗ︣
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Å

Å2001/9/18 Nimda

ÅDDoS

Å2001/7/18 CodeRed

Å2003/8/11 MS Blaster

Å2004/2/16  Netsky

Å2003/1/9 Sobig

Å

Å2002/9/30 Bugbear

Å2002/9/30  OPaserv

ÅSPAM

Å2003/1/9 Sobig

Å2003/5/9 Fizzer

Å2004/1/26 mydoom

CCSA Cyber Crimes and Suspicious Activities 
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First Server 

Geocities or Other

{ŜŎƻƴŘ {ŜǊǾŜǊΩǎ 
URLs 

1

Second Server 
Lala

2

︡ PC
2ô

(Third) Server

KeyLogger
LIthium
Wingate

3

0 Sobig E-Mail

Victim PC

4
Remote Access by Lithium
Key logger
Open Proxy by Wingate
555/TCP - RTSP

608/TCP - Remote Control Service

1180/TCP - SOCKS

1181/TCP - Telnet Proxy

1182/TCP - WWW Proxy

1183/TCP - FTP Proxy

1184/TCP - POP3 Proxy

1185/TCP - SMTP Server



TFNṕDDoS ṇ Ṗ
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Client

Daemon

(Zombie)

Target
iplist

Iplist :

Daemon
︡

ICMP Reply
ṇ

UDP Flood

SynFlood

icmp Flood

smurf



︣ PC ︣ -1

29

Internet

Hacker

IP List

ḱ IPךּ ︣ טּצּ Ḯ

ḱ קּ ךּ

ḱIP צּ ︣

ḱFW נּ ךּ

PC ṇ ṕmydoom Ṗ

ṇ ḭ ︡ PC
︣



︣ PC ︣ -2
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Internet

Hacker

IP List

IP ṕSobig Ṗ

צּ ︣ ḭ IP ḭ
FQDN שּ

ḱIP צּ ︣

ḱ ṇ ︣ טּצּ
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Automan

ÅIRC ︣ כֿ ḭ
︡ ṕ Ṗ
︡ Ḯ

ÅIRC ḭ ṇ ḭ
כֿלּ צּ

ḭ צּ ḭשּ
צּ קּ



Ḳ IRC ṇ

33

Internet

IRC SV -1

HERDER IRC SV -2

IRC SV -3



DNS IRC ṇ
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Internet

HERDER

. . ..

yy.yy.yy.yy

DNS

ircsv   IN  A xx.xx.xx.xx

ircsv   IN  A yy.yy.yy.yy



IRC
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ÅIRC ṇ אל ḭ קּ טּצּ
ÅDDoS לּ ḭIRC ṇ אל כֿ ḭ IRC ṇ

︡ḭ כֿ צּ טּצּ Ḯ

ÅIRC ṇ פּ ḭ וֹ כֿ צּ
ÅIRC ṇ IP ḭFQDN ︣ DNS ḭ וֹ כֿ צּ

טּ ḭֿכ ︡ ḭ פּ צּ טּצּ

Å ṇ
Å לּ ḭ ṇ ṇ ṕWeb, FTP Ṗ צּ ︣

ḭ טּצּ Ḯ
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ÅP2P ︣ כֿ ḭ
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Hybrid P2P ṇ
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Internet

HERDER



Pure P2P ṇ
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Internet

HERDER



Takedown
ṇ
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C&C

IRC
Internet Relay Chat

IRC

צּ

C&C

HTTP
Web
︢

צּ קּ ḭשּשּ
צּ

ṇ

HTTP

C&C ︡ ︣ Web ṇ ṇ
ḭ

︣
C&C ḭ כֿ
ḭ קּ

Header
Botnet Master

Header
Botnet Master

IRC ︡ ḭ
ṇ ︡ḭ ḭ

ṇ לּ

C&C צּ ḭֿכ
︣ כֿ ḭ

︣
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ḲFastFlux DGA

C&C

FastFlux DNS
HTTP

C&CC&C C&C FastFlux
DNSHeader

Botnet Master

IP

C&C IP
︣ כֿ ḭ

C&C ︡ ḭּ︣ת IP
︣ C&Cצּ ︡

︣ לּ

C&C

DGA

HTTP/HTTPS

C&CC&C C&C FastFlux
DNSHeader

Botnet Master

IP

DGA(Domain name Generation Algorism) ḭ
C&C ︣ Ḯ

ḭ Ṅ ︣ Ḯ
טּ C&C ︡ ḭ ḭ
C&Cצּ ḭ צּ ︣

FastFluxDNS
︣
ךּ

DGA ︡ḭ
︡ נּאל כֿ ḭC&C

HTTP/HTTPS

ṕDNSṖ ︣ כֿ
ḭC&C צּ

DGA
DGA

DGA

DGA
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:P2P

C&C

Waledac

RPT FastFlux
DNS

Header
Botnet Master

IP

RPT

Node 
List

CMD

RPT(Repeter ) ṇ ḭSPAM ṇ ḭP2P ṇ
Ḯ

ṇ ḭRPT ṇ צּ ︡ ︣ Ḯ
ṇ צּ פּ ךּ ḭFastFluxDNS ḭRPT

ṇ וֹ ṇ צּ Ḯ

SPAM ṇ

Waledac אל ḭ
P2P ṇ כֿ נּ ḭ

ṇ אל ךּ ךּ ḭ
טּצּ
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DNS Ḳ

Flux 

DNS ṇ ṇ
Take Down

ḭ
צּ ךּ

DNS ṇ ṇ ḭ ṇ
ṇ ךּ

ṕ ṇṖ

צּ ךּ ḭ
￼︡ אל ךּ

ICANN

ṇ ṇ קּ ḭ
נּ

(ex parte TRO)

48
ḭ
כֿ שּ

קּ
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DNS Ḳ

(ex parte TRO)

︡ ḭ ṕ14-28 Ṗ לּ
ḭ ︣

אל Ḯ
º TRO¬ ḭ ṇ 65

כḭṡֿקּ ךּ קּ ךּ צּ ︣ כֿ
Ṣḭṡ ḭךּ צּ קּ ךּ

︣ כֿ Ṣ ךּ Ḯ

צּ ךּ ṇ

￼ḭ27 ︡
︡ ṕJohn Does ṖḮ

︢ אל

קּ ḭ ḭ כֿ︣ ︡ḭ
ṇ ךּ ḭ

︣ ḭ ḭ
ḭ ṇ ḭFAXḭ ḭךּ נּ ḭ

︡ḭ ︣ ︣ ḭֿכ ︢

www.noticeofpleadings.com

︣ TRO

ḭ ḭ ḭוֹ וֹ
טּצּ ︡¬ TROº ︡ Ḯ
ṕ30 ︡ Ṗ

צּ אל ךּ

צּ אל ḭ צּ
︣ לּ ︡ḭ Ḯ
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