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Figure 14. Messages blocked by Exchange Online Protection each half-year pericd, 2H09-1H132
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« Microsoft takes on global cybercrime epidemic in tenth malware disruption

« http://blogs.technet.com/b/microsoft blog/archive/2014/06/30/microsoft-takes-on-
global-cybercrime-epidemic-in-tenth-malware-disruption.aspx

« Microsoft helps FBI in GameOver Zeus botnet cleanup
« http://blogs.technet.com/b/microsoft blog/archive/2014/06/02/microsoft-helps-fbi-
iIn-gameover-zeus-botnet-cleanup.aspx
- 120V 7 b GameOver Zeus /Ry bRY DO VU—>7w I T FBI [CiRH
« http://blogs.technet.com/b/jpsecurity/archive/2014/06/04/microsoft-helps-fbi-in-
gameover-zeus-botnet-cleanup.aspx
« BT A=Y M F U DICHRBIAFEXRESBILICEAETBIARIET OIS LAED
ReRRARDIFER O EDEEFRIC DT
~ERNRRY fRY SDOFTA T A~
« http://www.npa.go.jp/cyber/goz/
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From Redmond to Bangalore-the global battle against cybercrime

http://www.microsoft.com/en-in/news/stories/cyber.aspx
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Win32/Waledac and Law / Fighting Botnets in Court

» 20095 10H (CHE=NTZDCC(Digital Crimes Consortium)
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« DCUI&E. Z£79'. TrendMicro, iDEFENSE, MMPC(Microsoft

Malware Protection Center)Z. fBOiEFEHITENITD TLY
DT - HFRERDDhZIT DI,
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FIGURE 17. Active IP addresses in the Win32/Waledac botnet in 2Q10, per 1000 Internet hosts
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FIGURE 18. The Win32/Waledac tier infrastructure
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FIGURE 19. Win32/Waledac peering list exchange

between infected spammer node and repeater node
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FIGURE 20. Win32/Waledac peering list exchange using fast flux DNS
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FIGURE 21. Win32/Waledac proxy function through the repeater tier
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FIGURE 22, Poisoning the Win32/Waledac botnet with Microsoft sinkhole IP addresses
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IN THE UNITED STATES DISTRICT COURT I
FOR THE EASTERN DISTRICT OF VIRGINIA
Alexandria Division

boa
] ]

L

MICROSOFT CORPORATION, a

Washington corporation, o

Plaintiff,

Civil ActionNo: |-\ OCV 1D,
(LN IOFAD

FILED UNDER SEAL

Y.

)

)

)

)

)

)

JOHN DOES 1-27, CONTROLLING A )
COMPUTER BOTNET THEREBY )
INJURING MICROSOFT AND ITS )
CUSTOMERS )
)

)

)

)

)

)

)

Defendants.

COMPLAINT
Plaintiff MICROSOFT CORP. (“Microsoft”) hereby complains and alleges against JOHN

DOES 1-27 (“Doe Defendants™), controlling a computer botnet and operating the 273 internet

domain names controlling the botnet set forth at Appendix A to this Complaint hereinafter

Fewendd i ae the “Iarmfnl Ratnat Domaing™ as follows:



UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA
Alexandria Division

.
{2 Orrick, Herrington & Sutcli...

Date of First Publication: February 24, 2010

Home

Contact Us

MICROSOFT CORPORATION,
2 Washington corperation,

Plaintiff,
vs.
JOHN DOES 1-27, CONTROLLING
A COMPUTER BOTNET THERESY
INJURING MICROSOFT AND ITS
CUSTOMERS,

Defendants.

NOTICE AND SERVICE IN ENGLISH

Plaintiff Microsoft has sued defendants John Dees 1
-27 asscciated with the Internet domains listed
belovr. Microsoft alleges that Defendants have
violated Federal and state law by operating a
computer botnet through 276 internet domains,
causing unlawful intrusion and dissemination of
unsolicited bulk email to the injury of Microsoft.
Microsoft seeks a preliminary injunction directing
Verisign to take all staps necessary to lock thase
domains at the registry level and remove them
from the zane file to ensure that changss to the
domains cannot be mads absent 2 court arder and
that all such domains be held in escrow by Verisign
pending resclution of the dispute. Microsoft seeks
2 parmanent injunction and damages. Full copies
of the pleading documents are available st
http:/{vrvew.noticeofpleadings.com.

NOTICE TO DEFEMDANT: READ THESE PAPERS
CAREFULLY! You must “appsar” in this case or the
other side will win automatically. To "appear” you
must file with the court a legal document called 2
"motion” or "answer.” The “meotion” or "answer”
must be given to the court clerk or administrator
within 21 days of the date of first publication
specified harsin, It must he in proper form and
have proof of service on the plaintiffgs attorney,
Preston Burton, Orrick, Herrington & Sutcliffe LLP,
Columbia Center 1152 15th St., NW, Washington,
DC 20005. If you have questions, you should see
an attorney immadiately, T you need help in
finding an attorney in Oregen you may call the
Oregon State Bargs Lavyer Refarral Service at
(503) 684-3763 or toll-fres in Oregon at (500) 452
-7636. If you need help in finding an attornay in
China you may refer to
http:/fvrviw.chinalawyers.com/.
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bestchristmascard.com
bestmirabella.com

. bestyearcard.com

4, blackehristmascard.com
5. cardnewyear.com

6. cheapdecember.com

7. christmaslightsnovr.com
B. decemberchristmas.com
9. directchristmasgift.com
10. eternalgreetingcard.com
11. freechristmassite.com
12. fraechristmasworld.com
13, freedecember.com

14, funnychristmasguida.com
15. greatmirabellasits.com
16. grestingcardcalendar.com
17, greetingcardgarb.com
18. grestingguide.com

19, grestingsupersite.com
20. helidayxmas.com

21. itsfatherchristmas.com
22, justchristmasgift.com
23, lifagreetingcard.com
24, livechristmascard.com
25, livechristmasgift.com
26, mirabellaclub.com

W

CIVIL ACTION NO. 1:10 CV 156 {LMB/IFA)

NOTICE AND SERVICE IN CHINESE

FREREEEMTES U TrEHERRSEA RS ETE
E9EE1E2T (8% John Doe 1-27) BEFL. M
HFuEgEnre ERNGERitren EFAE. SRk
AEFEREREFROHDKEA#TRETZREE. BiTH
SERESTHES. REIROSES. #4EBE
(Verisign? REFFLEHSBEZFERNNEAETE
EEELUREERT IR SNRRT IETEAEEELR
E. FEEESURERTH. FRELSENCEREET
RELE. RFFRASBENRERS. Foifn=ss
T Y. nttocifvewn noticeofole sdings comEET .

HIERERN: PR roazsa
FOESHED TN —FREIEF. FOIERLE0. #
LAMERERHFRIRISFOER00SRIE. 03
OEFIERILFSERATHENCSELEENRAR
RAEREENSSETRERAR. FOAVISFIER0L
A EEHHEFEHEEEES R ERHSMPraston
Suron, RFEFESE, 2RIsFRIsRLAFI1R2S
FHETE LR, SESE: 20005 (Preston Burton,
Orrick, Herrington & Sulclifie LLP, Columbia Center 1152
15th St NW, Washington, OC 20008 . SnREFAE. &
ERIHELEM. nRAFEEIHEEDNMINBN. §
TERIT RS ME RSB FRFEE R E(502) 684-
37BIRF BHFH IR FH S H(B00) 452-7636. WAGREE
FETHBM. 77 L&t v chinalswyers com'.

1. bestchristmascard.com
2. bestmirabella,com

3. bestyearcard.com

4. blackechristmascard.com
5. cardnewyear.com

6. cheapdecembar.com

7. christmaslightsnow.com
8. decemberchristmas.com
3. directchristmasgift.com
10. starnalgrestingcard.com
11, freechristmassite.com
12, freechristmasworld.com
13. freedacembar.com

14, funnychristmasguide.com
15. greatmirabellasite.com
16, greetingeardealendar.com
17. greetingcardgarb.com
18, greetingguide.com

19. greetingsupersite.com
20, helidayxmas.com

21, itsfatherchristmas.com
22, justchristmasgift.com
23, lifagrestingcard.com
livechristmascard.com

20, newlifeyezrsite.com

31, newmediay=arguide.com
32, newyearcardcompany.com
33, newyearcardfres.com

34, newyearcardonline.com
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Rustock Takedown



jD >1T7 K~ MARS (Microsoft Active Response for Security)
Operation b107

« Rustock
- #9100 BTHEREND/RNY bRy b
o E(CXR/IN\LDXEICFIHEND
- BHETEEDXRENT]EE
« Y00V MDELU.
o [EIBOWNFEIRE

« Operation b107 (2011/3/16(C3EHE) <onvorowiomramssa—ai=ss wn/msoc
« Microsoft Active Response for Security%ﬁﬁﬂ %0? 1LOJ)E]:C%%’ﬁ'Jﬁ)(Waledac
(SR 26518)
« Microsoft Digital Crimes Unit (DCU)
« Microsoft Malware Protection Center (MMPC)
« Microsoft Trustworthy Computing
- 37 - HE
 Pfizer : RESTt
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Rustock D&k
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Beep.sys, null.sysEDEZEX
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Ny hRSA/)0—

H—FILE— RTEIT
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A7 > hEBE

SSDT*z=Jw/o L. BEZFS

ntoskrnl.dll, ntdll.dll, tcpip.sys, wanarp.sys & &6
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*SSDT: System Service Dispatch Table

Rustock dropper

Driver'sinstaller

}

‘
_1\}

Driver'sinstaller

Driver’s installer
l

A
| S

N ! ’l_,. / /
1/ Decompressed \l/

Rootkitdriver




YAV

Rustock

To: userl@example.com

\

&

Mail server
bifurcates message

/

2

userl@example.com

To: user
To: user2@example.com
To: user3@example.com
To: userd@example.com
To: userS@example.con
To: userb@example.com

Lethic

Mail server
bifurcates message

- HULV/\—=3 > DRustock
« Botdll.dll SMTPUOSA 7> I >

« 2008&FLUPFDRuUstock
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Adware:Win32/Zugo
Backdoor:Win32/Kelihos.A

TrojanDownloader:Win32/Stasky.A

TrojanDownloader:Win32/Bubnix.A

Rogue:Win32/FakeSpypro
Trojan:Win32/Malagent
Trojan:Win32/Harnig.gen!D
Trojan:Win32/Hiloti.gen!D
Trojan:Win32/Hiloti.gen!D
TrojanDownloader:Win32/Renos.MJ
TrojanDownloader:Win32/Renos.MJ
TrojanDownloader:Win32/Small.SL
Trojan:Win32/Meredrop
TrojanDownloader:Win32/Waledac.C
TrojanDownloader:Win32/Waledac.C
Backdoor:Win32/Cycbot.B
TrojanDownloader:Win32/Small.SL
Worm:Win32/Skopvel
Rogue:Win32/Winwebsec

MD5
5a77b40c7e9de96a4183f82da0836a19
1454b22c36f1427820b24b564efb2e39

19616154d6d63a279d77ae11f7b998e9

8e159ff1bbd5a470f903d0e32979811c

76f4c35d23b7363fcf6d1870f0169¢efe
7d6ead50862311242902df065c908840
D0556114e53bae781a5870ef4220e4fc
1c8cb08d2841f6c14f69d90e6c340370
444bcb3a3fcf8389296c49467f27e1d6
5571a3959b3bd4ecc7ae7c21d500165f
89f987bdf3358e896a56159¢1341f518
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UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF NEW YORK

MICROSOFT CORP., FS-ISAC, INC., and NATIONAL
AUTOMATED CLEARING HOUSE ASSQCIATION,

Case Mo, CV 12-1335 (CBA)
Plaintiffs

V.

JOHM DOES 1-329 D/E/A Slavik, Monstr, 100, Null,
nvidiag, zebra7753, lexa_Mef, gss, icel¥, Harderman,
Gribodemon, Aqua, aguaSecond, it, percent, cp01, hct,
xman, Pepsi, miami, miamibc, petrovich, Mr. ICQ, Tank,
tankist, Kusunagi, Noname, Lucky, Bashorg, Indep, Mask,
Enx, Benny, Bentley, Denis Lubimov, MaDaGaSka,
Vkontake, rfcid, parik, rerconic, Daniel, bx1, Daniel
Hamza, Danielbx1, jah, Jonni, jtk, Veggi Roma, D

frank, duo, Admin2010, h4x0rdz, Donsft, mary.]J555,
susanneon, kainghabe, virus_s_2003, spaishp, sere.bro,
muddem, mechanizm, vlad.dimitrov, jheto2002,
sector.exploits AND JabberZeus Crew CONTROLLING
COMPUTER BOTNETS THEREBY INIJURING PLAINTIFFS,
AND THEIR CUSTOMERS AND MEMEERS,

Defendants.

Plaintiffs Microsoft Corporation, National Automated Clearing House Association and FS-ISAC,
Inc. (Financial Services — Information Sharing and Analysis Center) have sued defendants John
Does 1-39 associated with the Internet Domains and Internet IP Addresses listed in the
documents below. Plaintiffs allege that Defendants have violated Federal and state law by
operating a computer botnet through these Internet domains and Internet IP addresses,
causing unlawful intrusion, intellectual property violations and dissemination of unsolicited bulk
email to the injury of Microsoft and the public. Plaintiffs seek a preliminary injunction and
seizure order directing the registries and web hosting companies associated with these Internet
domains and IP addresses to take all steps necessary to disable access to and operation of
these Internet domains and IP addresses, ensure that changes or access to the Internet
domains and IP addresses by Defendants cannot be made absent a court order and that all
content and material associated with these Internet domains and IP addresses is to be isolated
and preserved pending resolution of the dispute. Plaintiffs seek a permanent injunction, other

http://www.zeuslegalnotice.com/
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Figura 4
Web page before injection

Figurs 2

Countries where Zeus has been found, for the month of October 2009

Email: |

Message:

Figura 3
Web page after injection

Email: |

PIN: |

Meassage: :l

HEXVT 570D H B : Symantec Zeus: King of the Bots
http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/zeus_king_of bots.pdf



ZeuS Tracker

What is abuse.ch ZeuS Tracker?

The abuse.ch ZeuS Tracker provides you the
possiblity to track ZeuS Command&Control servers
(C&C) and malicious hosts which are hosting ZeuS
files. The tracker captures and track the Zeu$S hosts

Welcome to the ZeuS Tracker

The ZeuS Tracker tracks ZeuS Command&Control servers (hosts) around the world and provides you a domain- and a IP-blocklist. If you have any questions

pleasetake alock into the FAQ or:send me 3 email (contact). aswell as the associated config files, binaries and

Here are some quick statistics about the ZeuS crimeware: dropezones. The main fOCuS iS tO provide System
s vzhasbiaiaieinii oy administrators the possiblity to block well-known
e Sk Ll Zeus hosts and avoid Zeu$ infections in their
 Rvcabe To Doy At Qe Fate; S6A% networks. Therefore you can download a Zeu$

You can find more interesting statistics about the ZeuS crimeware on the Zeus Tracker statistic page. domain blocklist and the ZeusS IP blocklist (see ZeuS

The map below shows a dot for each ZeuS Command&Control server (ip or domain).

blocklist). Additionally the ZeuS Tracker should help
CERTSs, ISPs and LEs (law enforcement) to track
malicious ZeusS hosts in their network / countries. For
2 ' this purpose there are some RSS feeds available (see
section "Is there a RSS feed available?").

Note: If you are using IE 6/7 you will get a security waming due to the fact that the Google maps API currently does not support SSL (https). |

& % ©2012 NASA, TerraMetrics - #| iR

copyright ® 2012 zeustracker.abuse.ch, version 1.1/ 2009-06-20

https://zeustracker.abuse.ch/faq.php


https://zeustracker.abuse.ch/blocklist.php

FS-ISACh'\o D)7 =>—
(Secret Service, FBI, IC3, FS-ISA)

Fraud Advisory for Businesses: Corporate Account Take Over = 'U"]/} K— éﬂﬁﬁﬂ%ﬁﬁ(i\ EFI/J \;EJE/JE%O):‘I/‘?I:E% t'ﬁE
FEOORBHRZSY—TY bELTWVWD,

. . TNCED, BARESRI LORELE. 482458
C ﬁ 3”*’“* DEEMBENREL TS

Federal et o Ivestigaion, the ternet Crme ComplantCenter 3] enclth Fnancel « NYDEENS$16.475DIEK THE
Services Information Sharing and Analysis Center (FS-ISAC). N N _ =
+ E-Banks#ZEN'. $46.5757%Z7U JA )L =77 DERIHERIN
~ S/7 M
BSmAIC
Problem: | _ | o OB TILADEEN. BF RILDOA>SSA 2 FFRE ST,
Cyber criminals are targeting the financial accounts of owners and employees of small and medium =/\
sized businesses, resulting in significant business disruption and substantial monetary losses due to ﬁE (L— S(j' L/ t EE %i — L/ 7—
fraudulent transfers from these accounts. Often these funds may not be recovered'. . 'U‘/(/ \ I& (j: t /;?\Z H%EE . ;&ﬁf“ ~C (: a_ 5
N.Y. Firm Faces Bankr uptu from $164,000 E-Banking Loss « Zeus/\vH—(F EEROHEEBHREEZDIEETED
European Cyber-G s Target S J.S. Firms, Group Says ® ;‘#‘U’Z@ﬁ%b\\ $5730)'U/I’/\ gﬁ (l_s(—j L/_C\ liEE
e-Banking Bandits Stole $465,000 From Calif. Escrow Firm ZIFELTND
La. firm sues [bank] after losing thousands in online bank fraud ° :I \/‘ t° a1— 9 - E/F/Hkh‘\\ /r IJ / /]/ ')‘l‘l O)Hi]-b\ 5 N $ 1 OE%J’J%.
Cypber attackers empty business accounts in minutes ATE e .
° — —_— —_— 7N \ Py \‘}A —
Zeus hackers could steal corporate secrets toc FBI(é:'% —-1 3 00)%*)('273 b\ $SOEb mint{q:
TEXAS FIRM BLAMES BANK FOR $350,000 CYBER HEIST %}EE LT
N z v 220U, Ny
Gomputer Crooks Steal $100.000 from Ill. Town ) *. %.TOD }ﬁ(‘_ﬁﬁahb? ZeUS/_I_\\J '\;‘I{\J '\(3:
| EEFKOTND

FEI Investigating Theft of $500,000 from NY School District
Zeus Botnet Thriving Despite Arrests in the US, UK
Fipuge | Recent news headlines from The New York Timer, The Warhington Porr, Computer World, and Frebr on Secursty.

http://www.fsisac.com/files/public/db/p265.pdf
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Mobile TAN (mTAN)

Mobile Transaction authentication number

MTANSs are used by banks in Germany, Spain, Switzerland,
Austria, Bulgaria, Poland, the Netherlands, Hungary, Russia
and South Africa. When the user initiates a transaction, a
TAN is generated by the bank and sent to the user's mobile
phone by SMS. The SMS may also include transaction data,
allowing the user to verify that the transaction has not
been modified in transmission to the bank.

However, the security of this scheme depends on the
security of the mobile phone system. In South Africa,
where SMS-delivered TAN codes are common, a hew
attack has appeared: SIM Swap Fraud. A common attack
vector is for the attacker to impersonate the victim, and
obtain a replacement SIM card for the victim's phone from
the mobile network operator. The victim's user name and
password are obtained by other means (such as keylogging
or phishing). In-between obtaining the
cloned/replacement SIM and the victim noticing their
phone no longer works, the attacker can transfer/extract
the victim's funds from their accounts.2!

H 8 : Wikipedia


http://en.wikipedia.org/wiki/SMS
http://en.wikipedia.org/wiki/Identity_theft
http://en.wikipedia.org/wiki/SIM_card
http://en.wikipedia.org/wiki/Mobile_network_operator
http://en.wikipedia.org/wiki/Keylogging
http://en.wikipedia.org/wiki/Phishing
http://en.wikipedia.org/wiki/Transaction_authentication_number
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« Microsoft Disrupts the Emerging Nitol Botnet Being Spread through an Unsecure Supply Chain

http://blogs.technet.com/b/microsoft blog/archive/2012/09/13/microsoft-disrupts-the-emerging-nitol-botnet-being-spread-
through-an-unsecure-supply-chain.aspx

o ARFESNTUL\D PC [CHEHAZENTZ Nitol /R b&w ~dDTakedown (AL —=3> b70)
http://blogs.technet.com/b/jpsecurity/archive/2012/10/02/3523720.aspx

« 2012/10/3 3322.0orgDPFAEE EDHFRICEIDYroOY T MIEFREAZEUFF. CN-CERTHY. 3322.0rgDFi B
HEH(SHIEITONB S EERD T
« Microsoft Reaches Settlement with Defendants in Nitol Case
» http://blogs.technet.com/b/microsoft blog/archive/2012/10/02/microsoft-reaches-settlement-with-defendants-

in-nitol-case.aspx

o SEIDBREDLDR. VILDITMBODIAFNIELZETIFIRVPCYRY DI O 77%E T, @ UTCPCZRIAT S
&b (C (X
e OA>Ba—4— VIRNITT7EEIC, EETEIRFGETHSEATDS
o REARICTEZMTTESNTUWLWBPC, VI RITT, )I\—VYREITEFETD
« FATBPCIEXYVI NI T7EBEICERICTVIT— ETDS
o KDOEULTERIZHOW to TellZ#SBB <20

http://www.microsoft.com/ja-jp/howtotell/default.aspx
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http://blogs.technet.com/b/microsoft_blog/archive/2012/09/13/microsoft-disrupts-the-emerging-nitol-botnet-being-spread-through-an-unsecure-supply-chain.aspx
http://blogs.technet.com/b/jpsecurity/archive/2012/10/02/3523720.aspx
http://blogs.technet.com/b/microsoft_blog/archive/2012/10/02/microsoft-reaches-settlement-with-defendants-in-nitol-case.aspx
http://www.microsoft.com/ja-jp/howtotell/default.aspx
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Microsoft Names Defendants in Zeus Botnets Case; Provides New

Evidence to FBI
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Botnets Case; Provides New Evidence to FBI

Microsoft Names Defendants in Zeus Botnets
Case; Provides New Evidence to FBI

2012/7/3 1:00 AM

F =

j MICROSOFT

7, DIGITAL
2 CRIMES
UNIT

& litde over three months ago, I
wrote here about how
Microsoft's Digital Crimes Unit,
along with its financial industry
partners and Kyrus Tech, took
action to disrupt the dangerous
Zeus botnets, known for fueling
half a billion dollars in onling
fraud and identity left. We are
pleased to announce that we
have identified and named two
defendants as members behind
the Zeus botnet family, and that
we will also be referring the case
to the FBI for criminal review,

turning over all of the evidence gathered so far, including evidence of a
broader group of perpetrators beyvond the named defendants.
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Yevhen Kulibaba & Yuriy Konovalenko(d, it
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EAH. 7+ ABAF(CHT U, FBIND#EEE R
S ENDTE

http://blogs.technet.com/b/microsoft_blog/archive/2012/07/02/microsoft-names-defendants-in-zeus-botnets-case-provides-new-evidence-to-fbi.aspx



http://blogs.technet.com/b/microsoft_blog/archive/2012/07/02/microsoft-names-defendants-in-zeus-botnets-case-provides-new-evidence-to-fbi.aspx

AR —= 3> DR

» The Electronic Payments Association(d. NACHAZZ=D/ZTJ 1w~
DO A=), 90%iRA Uz £k LTS

« Zeus Botnett 3AXREKRD 43% (CIEKTFUE

2012/3/25-31 2012/6/17-23

g y ZBOT | 779,816 336,393

HA/)\—ILFEOIAR e EIF. A /\—IEFE=HNET D




Operation b58
Bamital botnet Takedown



TG — 2

Bamital 5o+ O &5

Engish, Portugués, Espafiol

v’ Symantec. =S :

Security Response

1 Rickared Domigues Scscovich, Aists

V' Ssymantec. | Official Blog

g-snare | [ snare| |wiweet Eiue [0

ZOFEF Bamital Ay bR DEBFIH TR 20 6 FD DT BRENALE T LTy Al Bamital Ay bR b E
2009 FFHDBHLTEELTt . S48 Microsoft e EIEL T M fvs by bOEBIT BB BR0O I AH —RUHET
ATHRL. Ve E 9L EL .

i H Bamital |F. $#R T O IERERER- MBI LEEBERLITIL D=7 5L —FTF ARRERED) v 072, 1
Tro] a n' Ba m lta I BEIEIEL TLOBITF & QAL (CROHT =) T2 AL DFEN, CBC % — 1 =585l WBEDEA,
T2 Web ¥ A HZF AL 2HENE T, Bamital |13, 21— —GHRIELACTHEEED ) VT BHEELIRD-TLET .
EQth, RV OREIEMET T T0C D 2ILD =7| SR T 2RISR IVE T,

Piotr Krysiuk Bamital |3 2009 F3FI271) U LAMEREN T LI, @EMEOR L CObOTEFE AL L DDEL TELL

Vikram Thakur 7z Bamital OFEFERHEIEL . F50 ) 1A H VO —FE BT~ 7 (P2R) oy b D —STREEN B o7l
TF. 2011 T, B% Bamital O C&C T =) 1 ~7% 6 BT THHRLIEC 5. BIEHIZ AT 180 HLLED IP
THELABZOY =) T —EBIEL, 1 BRI 300 B0 o SR REN T AL EARSEINE L. By bR ukin
SOEEQERTIE. CECH —ri—|HEFINIEROMT 1 BEUEIT 100 REFEEA TV AL T E

st expiloited the seirch ind o

iy Micasok, Yaheo and Googh. Because ¥

10 hirs nnocnt pecghe, Micresoft an

help pretect seogie and idvascs doad wew

Cotans Overview .
Ovarviom U oo by et st Z0) Bamital .5 3774 et ) o SE R BUE T, S DR TIE. AT BEIR DU T ST
e Ay 3 itated netwoek traffic, such t0 wabsitas and clicks on b =l AU EEES ) O THIERE EFESEUE T . Bamital [3. TUF1—Y —E8ELL
i B w:{“}“‘::‘:ﬁ;’ﬁ:ﬁ’;"“ CUBAL DL, RS Web oAb TIE ADFENE ST SRERLE . TO BEIT. 5
o 2 raraied over 1.8 milion triqua 1P ad mmuricating with tha FobD o SHEAERITIAC L T 7 Bamital | 112 ERDUIbY 78 T2 w7 HERL TLS Web
Historicai information 1 el g el ik oo a/datly AT N AL T DIABUE T ROE T Tl Bamital #1715 U E S ET LR T BT
Tt i Gicks and subsequant rodirection has lod usars TR TS,
10 avan more mawars, including fake antivins programs. & -
Attribasion. 1
Incs of comproaisa (1cC) 1@ Bamital's origin can bs tracad back 1o late 2009 and has avoed
Cance 19 through multipl s ower tha past couple of years. Bamital has Bamital - The Clickjacking Trojan
Symantec protaction 20 primarity used drive-by-cownloads 3nd maliciows fises in poar-to-poar
Community crocits N (P27) natworks a3 infaction vactors.
Appencix n
Tha 3naiysis and investigation into Bamitat accelorated in fate 2011
whan Symantacwas 3dia to partnor with Spain's and
Catalunya CERT ( ) in order to analyze an instanca of tha

botnat’s CAC sarvar hostad in Spain. Sased on data on this sarver, the
attackars’ rvarase is consarvatival estimated at $1.1m anrazsiy

Trojan.Bamital BamitalrRwh Ry hDIRE Mlc_rosoft and Symantec Take Down Bamital Botnet That Hijacks
Online Searches

http://www.symantec.com/content/en/us/enter http://www.symantec.com/connect/blogs/bamital-0 . ) )
riseF)/r{r{edia/sezurity respon/se/white/pa;ers//trojai http://blogs.technet.com/b/microsoft_blog/archive/2013/02/06/micr
bamital.odf - osoft-and-symantec-take-down-bamital-botnet-that-hijacks-online-

- P searches.aspx



Bamital BotnetdDOH}=E



BamitaldO&&

-

V/ Norton- L

BREFERZREA L.

. Fakett—/)\—A\D:EE

Bamital >
Servers

Y—-FNASvvo

somm

Search (Trojan.Bamita//‘I'\'j/( ~R—) \°—EP')C\
Engine Symantectt DY bZEHEH E LTS,
HENTHE, AREVTHALTVET,

Bamital Main
Module

Microsoft Advertising

Module A . e IC |

Module C Sub Market

Publisher Place Advertiser

.....

VYISO

Configuration
and update

180/RD1=—2IP (A)

« EFEIRICE DV CRCOER

\ 4 s H—FF—O—R UIT7S—DiX(E « 200HEUENSDTIER
(jQuery) « 300BUUIRNHE
- BRIBELEOEZHR (jQuery) ¢ 0.1 N OVUYOICHETD &
A G « H4DIPRIFHNY—/\—DBEBEIS 3> (ICTY + $1107 (¥J990075F3/4F)
X alke

« VPNZREHB U7X
« AZSAZLETO—H—DOFA



H—F)\A > v v IODLEH

? Anti virus
WEASNERERR gic?c?gle
Sy e Bamital * Yahoo
Module - e etc

A

3 Hijack ws2_32.dIl
APIs

Connect, send, recv,,,
WSAconnect, WSAsend,

EFRDY—)—

-
[ = - [

L4

WEAENE UL ]| P
_ “ + Feedsystem.in b -
FakeH-f hDER %o Bamital . Allsea?'/chforyou.in . -
Servers » Feed2system.in =
+ Facesystem.in
R
FakeY -1 b~ Redirect

BRERF—T— RICIG0
T, UFALIKTD
YA hEE#ER

Rogue Fake Site(:&%@“%:t‘c_\
Network BV I MO T 7 DERFEICINZ T,

IL2v hh— RESOERY
NIVDO I TP DORRBITI.




]

GI:II

dJL— (Drive by Download)

8% o
cookie

.
.
st

4"
v,

Y

A%
"yatutuzebil”

...
L4
L4
L4

Bamital&E 7z (3.
D)L DT

IS
*

R/ Y1 NS
H-

| |
Redirect

L 4

.. Redirect Site

L/
IS
‘e

Phoenix
Exploit
Pack

IN5DYA M.
HEMZTHREIT D
BEMNZL

yatituzebil cookiezZtzY FF 3 RA1>%

o all-celeb.com

e allsearchforyou.in

e bestpornodrive.com

¢ beststoresearch.com

e catalogforyou.com

¢ catalogpornosearch.com
e celebrity-info.com

o drafsddhjk.com

® easy-statistics.in

e ekstaz.info

» facesystem.in

* famouspeopledata.com

* famouspeopleinformation.com

« findalleasy.com

« findallsimple.com
 freepornoreport.com

« freepornoshop.com

» freesearchshop.com

e localfreecatalog.com
 loveplacecatalog.com
* lovepornomoney.com
* newpornopicture.com
* newsearchnecessary.com
* newsearchshop.com

e pornobeetle.com

¢ pornofreecatalogs.com

o pornofreeforyou.com
e pornowinner.com

¢ proshopcatalog.com

¢ searchnecessary.com
e search-porno.info

¢ shopcataloggroup.com
e shop-work.com

e superstarsinfo.com

¢ winnerfree.com

SYHLICERMENIZERDNS RAM>%

¢ bahufykyby.info

» basewibuxenagip.info
e cefimogqicy.info

¢ cohehonyhe.info

e covyqileju.info

» decogonuwy.info

e degupydoka.info

e diconybomo.info

o dixegocixa.info

e favomavene.info

« fegufidaty.info

o fenemusemy.info

« fihyqukapy.info

o fokizireheceduf.info

o fyzuvejemuxogiw.info

e gecadutolu.info

* gybejajehekyfet.info
« hivegemyrehinex.info
e kygehurevynyryk.info
o |ofyjisoxo.info

o logytylukykiruf.info

e |ujuhijalu.info

¢ luxohygity.info

* mogawowyti.info

* musututefu.info

* mysotonego.info

* negenezepu.info

e pyziviziny.info

» gecytylohozariw.info
e gokimusanyveful.info

e qudevyfiga.info

¢ radohowexehedun.info
o relusibeci.info

e rulerykozu.info

e sygonugeze.info

e tagyhucoka.info

o tebejoturu.info

» vesufopodu.info

¢ vujygijehu.info

» vyzefykeno.info

* wezadifiha.info

¢ xatawihuvo.info

¢ xohuhynevepeqyv.info
¢ zuhokasyku.info

¢ zykuxykevu.info



Takedown

Ve
{39

B= Microsoft

O Wi o micrteom: D~ @ Wicroieh Comporntion e B 1| 57 Matwice Notice from
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joine effort by

Symantec

ctims” yearch results

nkine fraud. Mabware

comouter a53 What should | do?

personal information, In order to correct this proble ou will need to take some steps to improve
the security of your computer, Many of the leading anti-malware tools ilable
For mare information on this notce online can help dean this mabware from your computer. We ed two

options from A ysoft and Symantec here, but you can choose and use anti-
from any provider that you trust. If you wish to run one of the
emoval tools listed betow, copy and paste of type either one of
below into your web browser,

Microsoft Safety Scanner
https://support.microsoft.com/botnets

Norton Power Eraser
https//www.norton.com/bamital

Getting this process started should take less than 10 minutes and the s
be completed in generally less than an hous, but may vary dependin
system and software used. You do not need to do anything during the scan.

If you think you already have an anti-malware program on your computer, you
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Real or Fraudulent

Internet Users

[== o]

Microsoft’

Publishers

Sites displaying ads to their visitors

(Supply side actors)

Marketplace

Runs the auction

Bing, Google, Yahoo, MSN, YouTube, AdWords & adCenter

ICanHasCheezburger

Advertisers

Sites wishing to acquire traffic
(Demand-side actors)

Wal-Mart, eBay, Amazon,
Progressive, Apple
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APIs ¢ getaddrinfo

e connect (empty hook)

s send e joctlsocket

® recv o select

e WSAConnect o WSAAsyncSelect

¢ WSASend o WSAEnumNetworkEvents
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o closesocket
o freeaddrinfo

¢ WSAEventSelect

¢ WSASocketW

#

Main Module

* WSAGetOverlappedResult

+ Feedsystem.in
« Allsearchforyou.in
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S
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Target result

(empty hook) n result to the target
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[gmmmn®® Modul
u's odule A .
RILIYA RS ‘/ Display Target page
S .
N . Module C T
[] a R
Redirec &lnk
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e all-celeb.com Bamital R : registry with encryption
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e bestpornodrive.com and other + Configuration
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(referrer

t“BamitaI main module tags

e <a> - Path on the server to module A

e <c> - Path on the server to module C

e <d> - Domain that could override the DGA domains

domains

e <u> - Directory path to be used in conjunction with <d> )
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Microsoft Reaches Settlement with Second Kelihos

Defendant

19 Oct 2012 9:00 AM
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Last September, | shared that Microsoft, Kaspersky and
Kyrus Inc. took action against the Kelihos botnet, the first
case in which Microsoft named a defendant in one of its
civil cases involving a botnet. In January, based on new
evidence in the case, Microsoft amended its original
complaint and named Andrey N. Sabelnikov, a Russian
software programmer, as a new defendant in the lawsuit.
Today, | am pleased to say we have reached an agreement
with Mr. Sabelnikov, and have officially settled and closed
the Kelihos botnet case.

Late last week, Microsoft and Andrey Sabelnikov agreed to
the following joint statement, which closed the case:

“Microsoft and St. Petershburg software programmer Andrey Sabelnikov have entered into a Settlement

Agreement in the matter of Microsoft v. Sabelnikov. During the negotiations, after reviewing the

evidence provided by Microsoft and engaging in discussions, the parties have come to an

understandlng that Mr. Sabelnikov wrote code that was used in the Kelihos botnet code, but the
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The Microsoft Digital Crimes Unit is a worldwide team of lawyers, investigators, technical analysts and other specialists whose mission is to make the Internet safer and mare
secure through strong enforcement, global partnerships, policy and technology solutions that help:

* Promote a secure Internet

*» Defend against fraud and other threats to online safety

* Protect children from technology-facilitated crimes

* Champion a healthy Internet marketplace for advertisers and businesses
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