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SECURITY INTELLIGENCE BLOG

Threat News and Information Direct from the Experts

BadSites Botnets Data Exploits HackedSites Mac Malware Moblle Olympics SocialMedia Spam  Targeted Aftacks  Vulnerabill

Malware Blog > Targeted Attack in Mexico: ONS Poisening via Modems

o S | FREINR]
Targeted Attack in Mexico: DNS Poisoning via Modems

1" 354 am (UTC-7) | By Faul Oliveria (Technical Communications) Search our blog: =

m KEiRecommend 0 ¥ Tweet 0 Qe

“‘Dial ‘M’ for malware® sounds like a good phrase to sum this up

il

TrendLabs researchers have received reports of what appears to be an attempt of a massive DNS poisoning attack Emerging

in Mexico. True to the growing complexity of Web threats, the weapons of choice include sodal engineering Mobile Threats =
malware download, pharming, and — here's the dincher — a DSL modem
Yes, the altack begins with the exploitation of 3 known vulnerability in 2Wire modems. The said vulnerability allows Dirty USSDs and the Android Updz _f
an attacker 1o modity the local DNS servers and hosts. One of the main internet Service Provders in Mexico offers Prablem e
2Wire modems 1o thelr customers, and It is estimated that more than 2 million users are at risk
The Growing Problem of Mobile - —
—
Adware —
“a US 2012 Election Apps May Leadt
Data Disclosure
i 1 Digging D
11

Fnr ménrmatinn na al mohie threate and n

Targeted Attack in Mexico: DNS Poisoning via Modems
http://blog.trendmicro.com/trendlabs-security-intelligence/targeted-attack-in-mexico-dns-poisoning-via-modems/
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Password Visible via Web Interface

L C fi O 180l
Access Control — Passwords
Actess to your DSL reuter is controll
The user name “admin” has unrestri
The user name "support” is used to
The user name "Lser” can access thy 2
Use tha fields below to enter up to
Username:
0Old Password:
New Password:
Confirm Password:

2012 FIRST Symposium - Sdo Paulo, Brazil, March 28, 2012

Phishing and Banking Trojan
Cases Affecting Brazil

= 2 <1-- nide

password.cg

stylesheet” F
"atylesheet”
uage="javascript" sro="util.js"></{
a avascript">

<script
<script 1

4| function btnipply() {
var loc = 'password.cgi?';

with ( document.forms[0] ) (
var idz = userName.selectedIndex;
switch ( ids ) {
case O:
alert("No username is selected.”):
return;

e

http://mww.cert.br/docs/palestras/certbr-firstsymposium2012.pdf

(Engish = Calendar Discussions Polls ) RSSfeeds Subscriptions ~Contacs

SECURELIS[ @ Internet threat level: 1

Threats Analysis

Home — Blog — and and one DSL modems

The tale of one thousand and one DSL modems 0.4

Fabio Assolini

Kaspersky Lab Expert

Posted October 01, 15:26 GMT

Y Tags: DNS, Vulnerabilities and exploits

Introduction

This is the description of an attack happening in Brazil since 2011 using 1 firmware vulnerability, 2
malicious scripts and 40 malicious DNS servers, which affected 6 hardware manufacturers, resulting in
millions of Brazilian internet users falling victim to a sustained and silent mass attack on DSL modems.

‘We will show how cybercriminals exploited an under-the-radar vulnerability which affected thousands of

outdated DSL modems across the country. This enabled the attack to reach network devices belonging

to millions of individual and business users, spreading malware and engineering malicious redirects over

the course of several months. The scenario was fuelled by the widespread neglect of ISPs, blunders from
. under- users and official apathy.

If you think the task of cleaning up victims of the DNS Changer malware was a big challenge, imagine
what it would be like to deal with 4.5 million modems compromised in this attack — all of them in sunny,
beautiful Brazil.

One firmware vulnerability

All too often network equipment devices are forgotten - once installed and configured, most users or
businesses do not worry about applying firmware updates provided by manufacturers. Even the simplest

The tale of one thousand and one DSL modems
http://www.securelist.com/en/blog/208193852/The_tale_of_on
e_thousand_and_one_DSL_modems
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Internet Census 2012 (http://internetcensus2012.bitbucket.org/paper.html)
2013/03 AFSN=ER DX, 1 F—FR VL DRRZEHE,
R2HBEDEX2) T4 LDOMERE (EEFEFEAadmin/adminiE) DEEZBFIC
FOT. A=V EBFZHRE, IPTRLRADHFEEZOR— XX v L,
ERICFIAEEZ 1= D £2000/5 B =o1=&L TS,

EADIAIZLDITA,

6.2 World Maps

To get a geographic overview we determined the geolocation of all IP addresses that respond to ICMP ping requests or have
open ports. We used MaxMinds freely available GeolLite database [ maxmind.com] for geolocation mapping. Different
versions of this image are available for download here

naunve Japa
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libUPnP(Universal Plug and Play)
- 2013/01, SA7SVUICHEHDIESBEEN R DONUEL,

CVE-2012-5958 CVE—2012-5959 CVE-2012-5960

CVE—

2012-5961 CVE-2012-5962 CVE-2012-5963 CVE-

2012-5964 CVE-2012-5965

— %zrﬁﬁoﬁ‘n—lf/ AR IL—BX5WebhAS  IPEEEHEES

th\%H’tﬁ‘c’fhto

SSDP | (http://www.kb.cert.org/vuls/id/922681)

« JPCERT/CC, l'Portable SDK for UPnP D ft351EIZRE 3 2T BT
(https.//www.Jpcert.or.1p/at/2013/atl30006.html)

—
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p—
E

H B,

TEZSHDOEEBRTHRAIN TS, HiEh D TEM

« Rapid7. l'Portable SDK for UPnP Devices (libupnp) contains multiple buffer overflows in

- Rapid7MLR—FTIL, HRIEEWHAT2300H5LLELES
%o UDP/ Ny N EDTHERM DIRMESN D RIBETED
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DNSIZhhhHhHE&RES X (DNS Open Resolver)

REDBE

e N N

1#{S5TIP: DNSH —) {—
ﬂ E{ETTIP: BEENRY —1 — RSP BEN R — —
- L AR R ripe.netd | EER .

1E{E5EIP: DNSHF —/ §— : :
WEE 1)2T Ak ripe.net L AR AT AL #3000bytes

DOTARHAX: #36bytes

BEENRY —/ 11—
DNSH —7i—
F—T DI

IBM/ISS Tokyo SOC Report &Y
https://www-304.ibm.com/connections/blogs/tokyo-soc/entry/dnsreflection?lang=ja

- ZL{DRREFrDripe.net’ZEANDquery NILZE(ZFIFAEIN S,

- WMEICZ{DRREZEHRL-HKEADIAELEFAELTVAD(E H H H B
M net’i &)

[R A

- /:Ic'sb—\#dl\x—é‘l'éﬁfﬁwl:?%#t?‘%ﬁ?éﬁ%’év"‘?d-)bFE&EEE’G&E@J(:%IJBEL,
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DNSIZhHhhHhHERES X (DNS Open Resolver)

E5:Spamhaus|Z*t 9 5 E T 300Gbps

o REA—)LREREMA Spamhaus X3 5K

KREEETFHBEEDEKERA—ILEEREICIDLBLDELSEARD,

3B aH B 2B fEFE E Mk

L #SpamhausDF DL AT LI L T60Gbps~120GbpsiZE DK E,
HERRENBEIZEADHONZOT, KEFIEI—AY/ DA E3—FYRIIR
FIoO(IX)FEREER,

R—LIL—2 D% TE TDNSDopen resolver(A 23—y MMM LFIATETLESHR
TE DB EH O TSRS E A B CLT300GbpsDBIEDEFHFEYHT,

y- ' CLOUDFLARE BLOG

The DDoS That Almost Broke the Internet

noED

o .

http://blog.cloudflare.com/the-ddos-that-almost-broke-the-internet

MIHILIIMIIIH U0

© 2043 Internet Initiative Japan Inc



DNSIZhhhHhHERFESIX(DNS Open Resolver)

ERV]
-  DNS®Mopen resolverzERLT-DDoSK%E

i

LR N

(T 3D
6,000
——
5,000 —
4,000 other
mJP
WDE
3,000 BRO
- CH
2,000 mGB
HON
FR
1,000 l ENL
. | ™ us
0 | B NN - =inl_ _sil=l -IET_Il; . | ECA
2013.1.1 2013.2.1 2013.1 (81hH

IR Vol.19&Y : 1) TERBIL f=OpenResolverE A N #:+(2013:Q1)

« Spamhaus ~DKE(X,. 3A18AMNL22BZAIZHIFTTITHONI=ERESINTLNSD ., £
DHIRRE(IZERT HL5EBEIXIITIEIHREHEHEINT,

« 3A15BMBISHIZAFTHFEDIPFRLANLDBENRE, COFEEIX. HFEFD
BEDEEED2DDIPPRLANSIZRZSEHD T, BELE-EEDABTNS, ZD2D
DIP7RLARZEEST-DNST7UTHREDHA ThHhHZEH I,

T T
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DNSIZhhhHhHE&RES X (DNS Open Resolver)

| HELBEORER
:}E  CloudFlarelZ& 4apricot2013MFE KR TIEX. BARELZENGY [THE(N
= HLTWV=EEN TS,

o RFRIGEFEICKSHDDoSHE DM (Prolexic 167Gbpsiiy),

 Openresolvers.org’a & IZ KRG REBEEZ & (==L, AEDRE
[ZEEdY) . referral 7Z2EOpen Resolver ISV ZHIBIBERNH D).

« URPF(BCP38)M#E4E (f-1=L strict mode Lo/ EEBRAZLY 1)

Where are the open Recursors?

o IDERITIE, WEAFHERIIC
DNS Open Resolver IZB83 35i& %
EHEL TULELY, 7272 0##<HIZ DNS
queryz (¥ D2(+45Z & T, DDoSHE
[CERDIL TLNSFRFHIMDZ D,

—
——
=
| —
—
—
—
=
g

http://www.aprﬁgfzafé.net/_data/assets/pdf_fiIe/0009/58878/tom-
paseka_1361839564.pdf
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