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Hash: a854d0c2d513a0 Hash: a854 (E
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CONTRACT CONTRACT CONTRACT
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AEXE

Hash: a854d0c2d513a0 Hash: a854 (Ea 13a0 /\0) Hash: a854 13a0
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NEASEIBAEL NEASEEIAAE2
X.509 version number 0x02 (X.509 version 3)
Serial number 0x03507449
Signhature algorithm identifier | md5withRSAEncryption
Issuer distinguished name CN = “Hash Collision CA”, L = “Eindhoven”, CN = “NL”

Not valid before Feb. 1, 2005, 00h0OMO1s

Not valid after Feb. 1, 2007, 00h00MO1s

Subject distinguished name | CN = “Hash Collision”, O =

‘we used a collision for MD5”, L = “Eindhoven

”’ C - “NL”

Public key algorithm rsaEncryption

3082010A 02820101 OOCABI9E7 42C4B626
871AB9AS 24846B05 C18895FB 9365E9A6
9F480392 FF2C3B3F 7941AD34 06FFADB4
034BDF84 7A4D3701 4FDB3283 CB19D46F
ABA765C6 B3FO16BF 306AFF7C 2E577368
9B3319B8 1564ABE7 F5BICF66 C5EAFET9
OCEE047D 36CC77B0O AESDO87F 30B560EB
8872B34D 40677866 2DD88464 677DBDIB
80989EF2 4FB82EOE A32B5864 AF33BSFE
8659B094 464699F4 77A6BFCA 348C23CF
681ECOA8 46A8B27A 29071B56 3A1316B0
5F3827B8 2FB1FIDE 1F238F3D 12ADODDA
A97DDBCF CEEAD109 395E46EQ 18AE237C
E59355AC 93187228 4C3A293F E9117941
A1AD5283 64A0687A FF6083B1 4B009DD9
52G866CA 43A0F41A 7DCE5876 C16CB346
E9A71809 1CEC3D57 D9020301 0001

Subject public key info

3082010A 02820101 OOCABI9E7 42C4B626
871AB9AS 24846B05 C18895FB 1365E9A6
9F480392 FF2C3B3F 7941AD34 06FFADB4
034BDF84 7A4DB701 4FDB3283 CB19D46F
ABA765C6 33F016BF 306AFF7C 2E577368
9B3319B8 1564ABE7 F5BICF66 A5EAFET9
OCEE047D 36CC77B0 AESDO87F 30B560EB
8872B34D 4067F865 2DD88464 677DBDIB
80989EF2 CFB82EOE A32B5864 AF33BSFE
8659B094 464699F4 77A6BFCA 348C23CF
681ECOA8 46A8B27A 29071B56 3A1316B0
5F3827B8 2FB1FIDE 1F238F3D 12ADODDA
A97DDBCF CEEAD109 395E46E0 18AE237C
E59355AC 93187228 4C3A293F E9117941
ATAD5283 64A0687A FF6083B1 4B009DD9
52C866CA 43A0F41A 7DCE5876 C16CB346
E9A71809 1CEC3D57 D9020301 0001

Version 3 extensions Basic constraints

Signature info

1319E6FF 66EF8621 AEAEOCFB D2C067B9 9C3834C0O OBES8SEOA 97E60205 BCS5ECD85
646B6698 BD2E9132 4826C8B1 OE2167EF F264C5E4 5A234FDE 5723A751 EA2B7913
06221854 B4AC20E4C D16562D6 98ADE4D6 33F053D6 53F8BEIC 4D402ECY9 F92D3630
98DD5605 96F7BF09 5AF3COFE D7EE2B49 21801800 3F5C65F0 511D454E 6E522913
2D0494B7 B65EF958 5AA9D433 094FDBAF 9C994610 AFEOF23F B26E5D24 6539AEFF
B6EOBODF 35B4D9AE 3CF768C5 AABC9355 8DF87BF4 21288E79 E9ADCBBS DA236452
8E74F813 48FFBIF5 FAC43E97 4F3D79CC A222FD67 5BFD3B80 8A3F6610 4232C806
A25309A1 87D103D7 50893436 D4A32909 FE5C76B4 5495F52F 29CF66A9 E3DD473F
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FOLIESES 1¢F A2

NE HITLES ARRIAE2 /) /
X.509 version number 0x02 (X.509 version 3) /) )
Serial number 0x010C0001 0x020C0001 o/
Signature algorithm identifier [ md5withRSAEnNcryption /
Issuer distinguished name CN = “Hash Collision CA”, L = “Eindhoven”, CN = “NL” //
Not valid before Jan. 1, 2006, 00h00m01s //
Not valid after Dec. 31, 2007, 23h59m59s [/

Subject distinguished
name

CN = “Arjen K. Lenstra”,

O = “Collisionaris”,

L = “Eindhoven”, C = “NL”

CN = “Marc Stevens”,
O = “Caollision Factory”,
L = “Eindhoven”, C = “NL”

Public key algorithm rsaEncryption
Subject public key info [BERMES L7, EASEE IR &

Version 3 extensions

Basic constraints

Signature info

FE—NE%
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Identification of a Hew Targeted Cyber-Attack |

Following to investigations started since 2010, about Stuxnet and Duqu, Iran National CERT i
MAHER) has done a technical survey during past several months. MAHER publishes)
.information about the last found sample for the first time

ID: IRCHNE2012051505

Date: 2012-05-28

Having conducted multiple investigations during the last few months, the Maher center, the Iranian
CERTCC, following the continuous research on the targeted attacks of Stuxnet and Duqu since 2010, announces the latest
.detection of this attack for the very first time
The attack, codenamed "Flame" is launched by a new malware. The name “Flame” comes from one of the attack modules,
located at various places in the decrypted malware code. In fact this malware is a platform which is capable of receiving
and installing various modules for different goals. At the time of writing, none of the 43 tested antiviruses could detect any
of the malicious compenents. Nevertheless, a detector was created by Maher center and delivered to selected organizations
.and companies in first days of May. And now a removal tool is ready to be delivered
:Some features of the malware are as follows

Distribution via remaovable medias

Distribution through local networks

Network sniffing, detecting network reseurces and collecting lists of vulnerable passwords
Scanning the disk of infected system locking for specific extensions and contents

Creating series of user's screen captures when some specific processes or windows are active
Using the infected system’s attached microphone to record the environment sounds

Transferring saved data to control servers

Israel
Palestine

Using more than 10 domains as C&C servers

Establishment of secure connection with C&C servers through SSH and HTTPS protocols

Bypassing tens of known antiviruses, anti malware and other security software

Capable of infecting Windows Xp, Vista and 7 operating systems
Infecting large scale local networks HiH: kaspersky Labs.
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* 5/28 /5> CERT/ICCHA %%

* 5/29 “Iran Confirms Attack by Virus That Collects Information” by
New York Times

* 5/30 “Researchers Find Clues in Malware” by New York Times

B E(I (XY 2 ) TAJIDLDE>T-ATE L1
— Olympic Games; Bush Initiative D =&

* 6/1 “Obama Order Sped Up Wave of Cyberattacks Against Iran” by
New York Times

* 6/5 “FBI Probes Leaks on Iran Cyberattack” by Wall Street Journal

m[FlamelJlcMSOaA—FH A= RNERIN TV -

* 6/3 “Microsoft certification authority signing certificats added
to the Untrusted Certificate Store” by Microsoft

Py
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