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FIGURE 17, Active IP addresses in the Win32/Waledac botnet in 2Q10, per 1000 Internet hosts
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FIGURE 18. The Win32/Waledac tier infrastructure
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FIGURE 19. Win32/Waledac peering list exchange between infected spammer node and repeater node

P2PRY T —7%

Waledac Infected
“Repeater” Node

I NAT Router/

Firewall
Waledac Infected
Victim

Waledac Infected
“Repeater” Node

« PChHA'WaledaclZZEEd 5&, R/N\T—-/—F
M UE—E—/—FIZh3EEh 5,

« PCH, TS5AR—KFPZEFE-TLNDIHE
[%. WaledacDHTTPZ{E-1-15iE
SHFETELGLEHIBL . R/ —-
/—FRIZElYEToND,

«  JO—/NLIPEFAL. TCP/B0ZE{E->
TT7OEANTESEEE. VE—F—-
/—RELTEIYH TSN, Fast Flux
DNSIZ#AAEND,

« JE—A—/—FIX. H3EP2P/—FD 7KL
AEiFI5H
« VJE—A—/—FIE . DVE—2—/—F&,
BEMEP2P/—FDT7RT7LREREL. B
DIREZEHMFT D,
o RETHIRMEI. TRTHO/—FTIFEL,
100 2 EDJE—3—-/—FK

«  RNRXY—-/—FIF VE—F—/—FH5LP2PT7KL
AYRLERIFT B



P2PA KR

FIGURE 20. Win32/Waledac peering list exchange using fast flux DNS
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FIGURE 21. Win32/Waledac proxy function through the repeater tier
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IN THE UNITED STATES DISTRICT COURT FiLED
FOR THE EASTERN DISTRICT OF VIRGINIA
Alexandria Division

) 2
MICROSOFT CORPORATION, a )
Washington corporation, ) €
Plaintiff, ) |
; Civil Action No: -V OOV 1D,
V. —
) (Lo 10FAD
JOHN DOES 1-27, CONTROLLINGA )
COMPUTER BOTNET THEREBY ) FILED UNDER SEAL
INJURING MICROSOFT AND ITS )
CUSTOMERS )
Defendants. ;
)
)
)
)
)
COMPLAINT

Plaintiff MICROSOFT CORP. (“Microsoft™) hereby complains and alleges against JOHN
DOES 1-27 (“Doe Defendants™), controlling a computer botnet and operating the 273 internet

domain names controlling the botnet set forth at Appendix A to this Complaint hereinafter

brwced i ae the T armfnl Ratnar Domaing” as follows:



UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA
Alexandria Division

2 Orrick, Herrington & Sutcli...
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MICROSCFT CORPORATION,
= Washington corporation,

Plaintiff,
Vs,
JOHN DOES 1-27, CONTROLLING
A COMPUTER BOTNET THEREEY
INJURING MICROSOFT AND ITS
CUSTCMERS,

Defendants.

NOTICE AND SERVICE IN ENGLISH

Plaintiff Microsoft has sued defendants John Does 1
-27 associated with the Internet domains listed
belavr. Microsoft alleges that Defendants have
violated Federal and state law by operating a
computer botnet through 276 intarnet domains,
causing unlawful intrusion and dissemination of
unsolicited bulk email to the injury of Microseft.
Microsoft seeks a preliminary injunction directing
Verisign ta take all staps necessary to lock these
domains at the registry level and remove them
from the zane file to ensure that changas to the
domains cannot be made absent 2 court arder and
that all such domains be held in escrow by Verisign
pending resclution of the dispute. Micrasoft seeks
2 parmanent injunction and damages. Full copies
of the pleading documents are available at
http://vrvaw.noticeofpleadings.com.

WOTICE TO DEFEMDANT: READ THESE PAPERS
CAREFULLY! You must “appsar” in this case or the
other side will win automatically. To "appear” you
must file with the court a legal document called 2
"motion” or "answer.” The “motion” or "answer”
must be given to the court clerk or administrator
wiithin 21 days of the date of first publication
specified harsin, It must ha in proper form and
have proof of sarvice on the plaintifigs attorney,
Preston Burton, Orrick, Herrington & Sutcliffe LLP,
Columbia Center 1152 15th St., NW, Washington,
DC 20005. If you have questions, you shauld see
an attorney immediately, T you need help in
finding an attorney in Oregen you may call the
Oregon State Bargs Lavyer Referral Service at
(503) 684-3763 or toll-fre= in Oregon at (500) 452
-7635. If you need help in finding an attornay in
Chinz you may refer to
http:/fvrviw.chinalawyers.com/.
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bestchristmascard.com
bestmirabella.com

. bestyearcard.com

4, blackchristmascard.com
5. cardnewryear.com

6. cheapdecember.com

7. christmaslightsnour.com
8. decemberchristmas.com
9. directchristmasgift.com
10, eternalgrastingcard.com
11, freschristmassite.com
12, freechristmasworld.com
13, freedecembencom

14, funnychristmasguide.com
15. greatmirabellasits.com
16, grestingcardcalendar.com
17, greetingcardgarb.com
18, grestingguide.com

19, greetingsupersite.com
20, holidayxmas.com

21, itsfatherchristmas.com
22, justchristmasgift.com
23, lifagreetingcard.com
24, livechristmascard.com
25, livechristmasgift.com
26, mirabellaclub.com

W

CIVIL ACTION NO. 1:10 CV 156 {LMB/IFA)

NOTICE AND SERVICE IN CHINESE
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EIME1E27 (#%John Doe 1-27) BEFL. MEERE
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SERESANEE. REIROSES. #4EHE
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FHETE LR, SEHE: 20005 (Preston Burton,
Orrick, Herrington & Sulclifie LLP, Columbia Center 1152
15th St, NW, Washington, DC 200052 . IDR&FFE. &
ERIHELEM. RFEEIHEEDAMINBN. §
TERIT RS ME R &SR FRE R E(502) 684-
3I7BIRF BHFM IR FH S HB00) 452-7636. WAGREE
FETHBM. 77 L& F o v chinalswyers com'.

1. bestchristmascard.com
2, bestmirabella.com

3. bestyearcard.com

4. blackchristmascard.com
5. cardnevrysar.com
&
7.
&
3.

cheapdecembear.com

. christmaslightsnov.com

. decemberchristmas.com

. directchristmasgift.com
10. sternalgrestingcard.com
11, freechristmassite.com
freechristmasworld.com
13, freedecember.com
14, funnychristmasguide.com
15. greatmirabellasite.com
16, grestingcardealendar.com
17, greetingcardgarb.com
18, greetingguide.com
19. greetingsupersite.com
20, helidayxmas.com
21, itsfatherchristmas.com
ustchristmasgift.com
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27, mirabellamotors,com

28, mirabellanaws.com

29, mirabalizonline.com

30. newlifeyearsite.com

31 newmediay=arguide.com
32 newyearcardcompany.com
33. newyearcardfree.com

34, newyearcardonline.com
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Microsoft

Your potential. Our passion.”

© 2007 Microsoft Corporation. All rights reserved. Microsoft, Windows, Windows Vista and other product names are or may be registered trademarks and/or trademarks in the U.S. and/or other countries.

The information herein is for informational purposes only and represents the current view of Microsoft Corporation as of the date of this presentation. Because Microsoft must respond to changing market conditions, it should not be
interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee the accuracy of any information provided after the date of this presentation.

MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE INFORMATION IN THIS PRESENTATION.
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Backdoor:Win32/Kelihos.A
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The Honorable James | Baehan
CERTIFIED TRUE
n']'[:.-L{’g’: H
Clerk, 1.
Wastary District of Washinglaf
—
ry AN NG abXY

Depity Clemk

USITED STATES DISTRICT COURT
WESTERN DISTRICT OF WASHIMNGTOM
AT SEATTLE

MICROBOFT CORPMIEATION
Chse Mo, 201 L-oy-0222

PlainilT,
SECOND AMENDED |PROPOSEDR]
EX PARTE TEMPORARY
RESTRAINING ORDER, SETZURE
ORDER AND ORDER TO SHOW
CAUSE RE PRELIMINARY
INJUMCTION

TOF™ DS 1-1 0 CONTROLLIMNG A
COMPUTER BOTHET THERERY
IWIURING RMICEROSOET ARNDITS
CUSTOMERS
SFILEDR UMINER SEAL®
b fendangs

Wntiff Migrosolt Corporation (“Microsolt™ ) hos fled a complaint for injusctive ars

Vvalwer relief pursuant oz {1 e Compater Fraud and Abuse Act (08 L5 g 1000, (2 the CAR

SPAM Act (15 %0, 5 77040 30 the Lomham Act (15 VLSO 85 TETAaEEy, FIZSag 4 wnd

ersbon and unjust corichosent. Micrasodb hos moved e g

(43 the eommon lmw of frespass, cont

inr i cmerpeney iemporary restraining order and scivune onder pursaant o Fule 6300 ol the

Federal Rules of Civil Procedure, 15 1050 § LTG0 (the Lanham Act) aml 28 LS. fidlia)
he Al Writs Act). and an erder te show camse wiy o preliminery injunction shold ret be
i
FINDINEGE OF FACT AN CONCLUSITNS OF LAW

Having reviewed the papers. decloratiens, exhibas, and memorandum fiked in soppon of
Microsoll™s Applicaion for B Parte Temporry Restrminig Cwder, By Parse Hazienmne and Cerdler
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